FULLBROOK NURSERY NURSERY SCHOOL
DATA PROTECTION POLICY

This policy has been updated in accordance to the General Data Protection Regulations (March 2018), the enhancements to policy and new elements offer improved transparency and individual rights.  
1. General Statement of the School's Duties 
Fullbrook Nursery School is required to process relevant personal data regarding staff, pupils, their parents and guardians. We shall take all reasonable steps to so in accordance with this policy and GDPR (2018), it will be done; 

· Lawfully so that all processing has a legitimate purpose, 
· Fairly so that we take responsibility for the data we hold and process and will not use the information outside of the legitimate purposes,
· Transparently parents will be informed clearly about how their families data will be stored, processed, used and kept for. Emphasis will be placed on ensuring that parents understand what they are consenting to and that they can withdraw consent at any time. Parents will have access to information regarding how a complainant regarding a data breech can be made. 
2. The Data Controller and the Designated Data Protection Officers
The school as a corporate body is the Data Controller under the 1998 Act/GDPR 2018, and the Governors are therefore ultimately responsible for implementation.  However, the Designated Data Protection Officer will deal with day to day matters.

The school’s Designated Data Protection Officer is the Head teacher, Andrina Flinders, supported by the administration team. She will seek guidance and support from the Local Authority E-Safety team.  She is responsible for creation, enforcement and review of the data protection policy and vetting of Data Processors used. 
3. The Principles 
The school shall so far as is reasonably practicable comply with the Data Protection Principles contained in the GDPR to ensure all data is: 

• Fairly and lawfully processed; 

• Processed for specified, lawful purposes; 

• Adequate, relevant and not excessive; 

• Accurate and kept up to date; 

• Not kept for longer than necessary; 

• Processed in accordance with the individual's legal data rights; 

• Securely protected against unauthorised processing, accidental loss, destruction or damage; 

• Not transferred to other countries (especially outside the EU) without adequate protection. 

4. Personal Data 
In the context of this document and the school’s requirement to process ‘personal data’ as part of its duty of care and to educate its pupils. How we receive, use, share, store and destroy personal data is illustrated by our Data Map (Appendix 1) to summarise;
How we receive it?

The majority of personal data is given to us lawfully, through a transparent consent process by parents or staff on induction to nursery, 'personal data given to use by parents/guardians or staff regarding themselves and their children include: 

· full names, data of birth and addresses, 

· gender, ethnicity, religion 

· disability, 

· languages spoken, 

· proof of identity, birth certificates and/or passport details 

· occupations 

· funding eligibility applications to include national insurance numbers 

· school admission and attendance registers; 
· involvement of other children’s services 

· staff records, payroll records, applications forms, references, proof of identify etc.

How we generate it? 

As an educational establishment we also generate data which is used to support children’s wellbeing and development, this includes individual data on;

· attendance data

· safeguarding information 

· special educational needs 

· Formative observations, assessments and attainment records 

· Summative transition documents and Learning Journeys 

· records of suppliers and contractors 
Who do we share it with? 

In the context of this document and the school’s requirement to process ‘personal data’ as part of its duty of care and to educate its pupils. 

· UPRN is shared with the school your child progresses to,

This is done securely, using a secure email or by personal delivery. 

How long is data stored for and how is it destroyed? 

A full justification of data retention is available on appendix 1.
5. Processing Personal Data 
If it is necessary for the school to process certain personal data to fulfil its obligations to pupils and their parents or guardians then consent is not required. However, any information which falls under the definition of personal data, and is not otherwise exempt (see part 9), will remain confidential. Data will only be disclosed to third parties with the consent of the appropriate individual or under the terms of this Policy. 

5. Rights of Access 
Individuals have a right of access to information held by the school. Any individual wishing to access their personal data should put their written request to the Designated Data Controllers. The school will try to respond to any such written requests as soon as is reasonably practicable and in any event, within 40 days for access to records and 21 days to reply to an access to information request. 

Parents and guardians do have right of access to their child’s educational record. They should make the request in writing to the school. 

It is important to note that certain data is exempt from the right of access under the Data Protection Act. This can include: 

• information which identifies other individuals; 

• information which the school reasonably believes is likely to cause damage or distress; 

• information which is subject to legal professional privilege; 

6. Data Rights 
Under the Data Protection Act, the rights to the data belong to the individual to whom the data relates. However, due to the pupil’s age and understanding the school will rely on parental consent to process data relating to pupils. 

7. Exemptions 
Certain data is exempted from the provisions of the Data Protection Act: 

• The prevention or detection of crime; 

• The assessment of any tax or duty; 

• Where the processing is necessary to exercise a right or obligation conferred or imposed by law upon the school. 

8. Disclosure of Information 
The school confirms that it will not generally disclose information about individuals, unless the individual has given their consent or one of the specific exemptions under the Data Protection Act applies.

When the school receives a disclosure request from a third party it will always take action to establish the identity of that third party before making any disclosure. 

9. Use of Personal Information by the School 
As part of the entry procedure into the school, all parents or guardians are asked to sign an agreement giving the school their consent to use their personal data for: 

• Use of photographic images for in school use or on the school website. 

10. Accuracy 
In accordance with the Data Protection Act 1998 it is school policy to ensure that any personal data held about an individual is accurate. Conversely, the school will seek to encourage all parents and staff to notify the Designated Data Controller of any changes to information held about them (change of address, change of marital status etc). The school recognises the individual right to request that inaccurate information about them is erased or corrected. 

11. Security 
Where it is reasonably practicable, the school will take steps to ensure that members of staff will only have access to personal data relating to pupils, their parents or guardians where it is necessary for them to do so. All staff will be made aware of this policy and their duties under the Data Protection Act. The school will ensure that all personal information is held in a secure central location and is not accessible to unauthorised persons. 

12. Enforcement 
If an individual believes that the School has not complied with this Policy or acted otherwise than in accordance with the Data Protection Act, they should make a complaint to the Designated Data Controllers. 

Approved by Fullbrook Nursery Nursery School Governing Body:

Signed:


G Rathbone 
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